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- STFRANCIS -
Account Opening Privacy Notice of St. Francis Credit Union Limited

We are committed to the privacy of those that we engage with and this notice details our approach. This privacy
notice describes how we collect and use personal data about you during and after your relationship with us. This
Privacy Notice is intended to provide you with information regarding the processing of information about you for
account related purposes and other general purposes. If you apply for a loan with us, you will be provided with
our Lending Privacy Notice to take account of further processing that may be necessary. Personal data processed
by St Francis Credit Union is done in accordance with current Data Protection Regulation in Ireland and the GDPR.

If you are under 18 please read this statement with the assistance of a parent or guardian

Our contact details are:

Address: Friars Walk, Clonroad, Ennis, Co. Clare
Phone: (065) 6828305

Website: www.stfranciscu.ie

Data Protection Officer Email: dataprotectionofficer@stfranciscu.ie

1 Key Definitions
Our, we, SFCU or Credit Union refers to St Francis Credit Union Limited

You, Your, Member or Subject refers to the individual person whose personal data is the subject of the
processing.

Personal Data Information relating to an identified or identifiable natural person who can be identified, directly
or indirectly, in particular by reference to an identifier such as; a name, an identification number, location data,
an online identifier, or one of more factors specific to the physical, psychological, genetic, mental, economic,
cultural or social identity of that natural person.

Data Subject The identified or identifiable natural person

Special (often referred to as sensitive) data racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trades union membership, or that includes genetic data, biometric data to reveal the identity of a
person, or data concerning health, sex life or sexual orientation. Personal data relating to criminal convictions
is also considered sensitive.

Controller The natural or legal person or body which alone or jointly determines the purpose and means of the
processing of personal data.
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2 Purpose of Data Collection, Processing or Use

St Francis Credit Union SFCU is a member-owned financial cooperative, democratically controlled by its members,
and operated for the purpose of the accumulation of savings by members, providing credit at competitive rates,
and providing other financial services to its members. The Credit Union processes your personal data for many
reasons, and we are obliged to inform you of the purposes for which we use your data and legal basis for processing.

In general we may obtain personal data including name, address, phone numbers, e-mail address, date of birth,
other electronic identifiers, profession, images, IP address, photographic ID, company details, dependants or
partner details, your bank or mortgage details, politically exposed status, tax identifiers, video recordings, e-mails
and other information provided by you while engaging in the provision of Credit Union services and in particular
while agreeing credit. We may also obtain similar information from third parties such as the Central Credit Register,
your bank, or from your use of St Francis Credit Union systems, social media or when you sign up to or attend events,
enter competitions, draws or otherwise engage with the credit union.

If you fail to provide personal data

If you fail to provide certain information when requested, we may not be able to perform the contract we have
entered into with you or we may be prevented from complying with our legal obligations.

3. Lawful Basis

The purposes for processing your personal data may overlap, and some purposes for processing may have multiple legal basis. They
are as follows:

*Note; Where this document refers to the Legitimate interest of SFCU as a legal basis for processing, such legitimate interest
refers to the management and delivery of the services of a Credit Union as provided for in the Credit Union Act 1997 as
amended from 2012 to 2023. Such processing also includes activities mandated, approved or deemed acceptable by Irish or EU
regulatory or oversight authorities.

Category Purpose

‘ Examples of the type of data processed Legal basis for processi

Membership

General Personal Details; name, member number,
address, Eircode, email address, telephone number,
PPS number or tax identification numbers, date of
birth, gender, nationality, tax residency, country of
birth, visa/residency details, financial position,
proof of identity details, beneficial ownership
details, family member details if needed to satisfy
common bond requirement, related parties, salary,
occupation, employer name, employer address,
source of wealth, source of funds, Politically Exposed
Person Status, beneficial owner status,
accommodation status, marital status, , nominee

Application/membership
administration

To initiate and manage our
relationship with our
members or potential
members

- Entering into or performance of a
contract

- Consent

We will use the information - Legitimate interest of SFCU*
provided by you, either
contained in the
membership form or any
other form or application,
for the purpose of assessing
your application, processing

- There is a legal / regulatory obligation

applications you make,
verification of information
provided by you and to
maintain and administer
any accounts you have with

details, security details, occupation, security facts,
records of interactions with the credit union and
with Credit Union staff, CCTV footage, telephone
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the credit union and to
satisfy our legal and
regulatory requirements.

voice recording. For clubs or businesses, identity of
officers, beneficial owners and their CDD

If you apply for membership online your
biometric data in the form of a photo/video is
uploaded and scanned via JUMIO. JUMIO uses
biometric measurements to verify the
authenticity of your identification documents,
online banking data will also be processed
such as your IP address

Savings

To manage member savings
accounts

General Personal Details plus source of funds,
account turnover, bank details, BIC and IBAN, record
of transactions and balances.

- Performance of a contract

- Legitimate interest of SFCU*

- There is a legal / regulatory obligation

- Consent

Electronic Payments including
direct debits, standing orders,
credit transfers, debit card
payments, current accounts

In order to process
payments into and out of
your account

And for the identification of
money laundering and
potential fraud.

If you hold a debit card with
us Transact Payments Malta
Limited is the Controller.
We will share transactions
with card scheme providers
e.g. PAYAC, and Mastercard)
and other providers of
payment processing
services such as merchant
acquirers and Intesa San
Paolo.

If you use our electronic
payment services to transfer
money into or out of your
credit union account (such
as credit transfers, standing
orders and direct debits) or
make payments through
your debit card into your
credit union account, we
are required to share your
personal data with our
electronic payment service
provider Intesa San Paolo
for the purpose of
processing of electronic
payments services on your
account.

Complying with our legal
obligation under the SEPA
Regulation (2024) to

Name, address, Eircode, account BIC and IBAN,
Transaction reference, transaction amount,
beneficiary account BIC and IBAN, debit card
number

- Performance of a contract

- Legitimate interest of SFCU*

- There is a legal / regulatory obligation

- Consent
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confirm to other financial
institutions whether there is
a match to your name, a
close match, or no match
when someone tries to
make a payment to you..
We will also share your
information with Banficio
for the purpose of the
verification of payees.

We share your information
with NEXI for the purposes
of the assessment and
identification of fraudulent
payments

Foreign Exchange

If you use our foreign
exchange service we are
required to process and
share some of your personal
data with our foreign
exchange provider FEXCO
and FEXCO Corporate
Payments

Name, member number, address, ID and proof of
address, transaction amount

- Performance of contract

Current Account & Debit Cards

If you chose to apply for and
open a current account we
will process personal data in
order to provide you with
current account services. If
you apply for a debit card
your personal data will be
passed to Transact
Payments Malta Limited
who will be data controller
of debit card related
personal data.

Name, Address, date of birth, Eircode, transaction
details, IBAN, Member number, Proof of ID such as
passport or driving licence, proof of address, source
of wealth, source of funds, occupation details, pps
number, Tax Identification Number, tax residency,
phone number, email address

-Performance of a contract
-Consent

There is a legal /regulatory obligation.

The personal data of third
parties

We may need to
communicate with
connected 3rd parties that
are not members of the
credit union to manage an
event, to comply with law or
regulation, or in relation to
a financial product

Identification details, relationship, securities and
address relating to partners, spouse, dependents,
other family members, guarantors, beneficiaries,
nominees or a director or representative of an entity
or person

- Performance of a contract
- Legitimate interest of SFCU*
- There is a legal / regulatory obligation

- Consent

Affiliation with the Irish League

of Credit Unions ILCU, ECCU
Insurance, and other
representative bodies

Reporting and use of
services provided by
representative bodies and
to fulfil our obligation in
accordance with ILCU rules
such as the ILCU Savings
Protection Scheme,

Member details, application forms, transactions,
savings balance and information relating to the
provision of insurance. This may include special
category personal data including medical history and
current medical status.

- Performance of a contract

- There is a legal / regulatory obligation
- Credit Union Act and amendments

- Legitimate interest of SFCU*
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provision of loan protection
and death benefit insurance

As part of our affiliation
with the ILCU, we purchase
insurance from ECCU
Assurance DAC (ECCU), a life
insurance company, wholly
owned by the ILCU. This
includes Life Savings (LS),
Loan Protection (LP), and
Death Benefit Insurance
(where applicable and
subject to terms and
conditions). TO administer
these insurances we may
pass your information to
ECCU and it may be
necessary to process special
category personal data
about you to allow ECCU to
deal with insurance
underwriting,
administration and claims
on our behalf.

Personal data may also be
shared with our service
providers to ensure the
proper running of your
current account services
including, PAYAC and FIS.

Enquiries

To engage with individuals
who make an enquiry

Details provided on the enquiry including name,
member number and contact details

- Consent

- Legitimate interest of SFCU*

Member Service

To help us improve our
service to you, we may use
information about your
account to help us improve
our services to you.

Details on your account such as name, member
number, address, age, email, telephone number,
occupation, transaction details

- Consent

- Legitimate interest of SFCU*

Cash Draw

Administration of cash draw

Name, Member Number, address, account balance,
telephone number, email address

- Consent

Incapacity to act upon an
account

When a person is unable to
transact due to an
incapacity

- Appointment of an
individual to administer the
account or

- board approval of
transactions

All personal data including name, address,
telephone number, email address, date of birth,
proof of identification for representative and next of
kin

- There is a legal / regulatory obligation

- Vital interest of the subject

- Legitimate interest of SFCU*
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Nominations

Members may nominate a
person(s) to receive a
certain amount of money
from their account on their
death. In order to make and
administrate a nomination
the credit union must
record nominee details

Nominee name, address and date of birth and
contact details.

- Entering into or the
performance of a contract

- There is a legal/regulatory
obligation under the Credit
Union Act, 1997 as
amended.

Loans

Loan applications and loan
management

Loan underwriting and
assessment

To manage the loan
application process and loan
agreement including;
assessing creditworthiness,
validating information
provided during the
application process, to
determine if you are a
connected or related party
borrower, assessing credit
history with the CCR,
effecting a legal charge over
an asset and to manage the
administration of the loan
account.

During the loan application
and assessment process the
credit union uses a loan
assessment system which
uses Artificial Intelligence to
produce a report based
upon data provided in the
loan application, process
open banking/bank
statements and other
financial data and data
obtained from the Central
Credit Register to build up a
report for review by the
underwriting team. The
underwriting system will
make a recommendation
which will be reviewed by a
loans officer who will make
the final decision to
approve/decline a loan
application.

During this process the
underwriting system passes
personal data provided at
loan application to our sub
processors Fern Fintech
Solutions (trading as Fern
Software) and to their sub

Personal details & proof of identity plus credit
history/rating, monthly income/outgoings, payslips,
bank statements, connected party status, Marital
status, spouse/partner/dependents details, property
details, social welfare receipts, Declaration of
Health, information relating to connected parties,
details of a guarantor to the loan application,
records of communication relating to a loan

Where you consent to open banking, open banking
consent, bank statements including lifestyle data, IP
Address

- Entering into or the performance of a
contract.

- There is a legal / regulatory obligation
(Credit Union Acts, Anti Money
Laundering legislation and Central Bank
regulations)

- Legitimate interest of SFCU*
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processors including
Salesforce.

Open banking data retrieval
is undertaken by our
processor CRIF who obtain
open banking data from
your bank (following you
consent) and transfer it to
our loan underwriting

system.
Medical details For the purpose of Medical details including special categories of - Performance of a contract (loan
insurance information about your health, including medical agreement insurance)
conditions and illness, and any treatments.
Credit Control To manage the debt As above (for loan application and loan - Performance of a contract (loan and
recovery process including management) membership agreements)

credit searches and
engaging with the Irish
credit agencies, the
recovery of debt, the
transfer of debt and the
enforcement of security or
guarantee against a loan.

- There is a legal / regulatory obligation

- Legitimate interest of SFCU*

Engagement with member Details of personal insolvency arrangements etc.
representatives in relation
to debit collection and
insolvencies etc.

Identity details; To establish the Identity, Identity data relating to the member, guarantors, - Performance of a contract (loan and
status, address and proof of | nominees, family members or advisors including membership agreements)
identity of the parties to a photo ID and proof of address, PPS numbers,
loan Residence Permits, GNIB Cards - There is a legal / regulatory obligation

- Legitimate interest of SFCU*

Connected borrowers / Related To establish to full risk Relationship information relating to officers / - There is a legal / regulatory obligation
parties exposure associated with a directors of the CU
credit application - Legitimate interest of SFCU*
Spouse / Partner To assess a loan application, | Name, identification and contact details, financial - Performance of a contract (loan and
validate data provided on a and creditworthiness details, dependents, membership agreements)
loan application, perform a relationship with applicant
credit search with the ICB - There is a legal / regulatory obligation

and CCR to establish credit
status and comply with law
or regulation.

- Legitimate interest of SFCU*

Guarantors To evaluate suitability / Name and contact details, Photo ID, proof of - Performance of a contract (loan and
creditworthiness, inform of address, PPS number, CCR recordss, financial details membership agreements)

changes to performance of and creditworthiness, connected party status
a loan, the collection of - There is a legal / regulatory obligation

- Legitimate interest of SFCU*
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debt and comply with law or
regulation

Insurance & Investments

Life savings & Loan Protection
Insurance provided By ECCU.
This is a condition of taking a
loan with the CU

To provide loan protection
and life savings protection
for loans issued.

Personal data relating to loan protection insurance
including name, member number, address, age and
medical history and status. Loan protection
insurance personal data may include 'special’'
personal data including medical records

- The performance of a contract.
- There is a legal / regulatory obligation

- Legitimate interest of SFCU*

Irish Life Referral Service

In relation to our Irish Life
referral service, where you
consent we also collect
personal data (name and
contact telephone number
& signature), allowing us to
facilitate a call back from
Irish Life directly to you.
Once we pass on your
consent to Irish Life, we will
not use your contact details
for any other purpose
(other than for the provision
of your account and any
other services as detailed
herein), and your
relationship will be with
Irish Life from then on. Irish
Life’s Privacy Statement is
available at
https://www.irishlife.ie/ilfs-
privacy-notice/

Name, contact telephone number and signature

- Consent

Marketing & other activities

Direct Marketing to Members

To inform members of the
services of the CU and
events that you may be
interested in

Contact details including postal address, e-mail, text,
phone, mobile phone.

(You may opt out of any of the above upon request.

- Consent

- Legitimate interest of SFCU*

Competitions or Quizzes

To hold a competition or
draw for Members or
members of the public

Name and contact details, social media details

- Consent

- Legitimate interest of SFCU*

Schools Quiz

The credit union hosts an
annual Schools Quiz in
conjunction with the ILCU.
The Schools Quiz is open to
entrants aged 4 to 13. Upon
entry parent/legal guardians
will be given further
information and asked for
their consent to the
processing of their child’s
personal data. This
information is processed

Name, address, date of birth , and Contact Details

- Consent
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only where consent has
been given. Where the
person providing consent is
below 18 then we ask that
the parent/legal guardian
provide the appropriate
consent. A separate privacy
notice is included in all
School Quiz entry forms.

Art Competition

This credit union is involved
with the Art competition in
liaison with the ILCU. Upon
entry you will be given
further information and
asked for your consent to
the processing of personal
data. Your information is
processed only where you
have given consent. Where
the person entering the
competition is below 16
then we ask that the
parent/legal guardian
provide the appropriate
consent. A separate privacy
notice is included in all Art
Competition entry forms.

Name, address, date of birth , and Contact Details

Consent

Surveys/ Marketing

To understand the
requirements or views of
subjects

To help us improve and
measure the quality of our
products and services we
undertake market research
from time to time. This may
include using the Irish
League of Credit Unions
and/ specialist market
research and analytical
companies such as R W
Pierce Limited..

Name, age, year of birth, gender, address and
contact details, member number, loan transaction
data, account balance

- Consent

- Legitimate interest of SFCU*

Website To promote the activities of IP address, web tracking data - Consent

the CU and to inform

Members. - Legitimate interest of SFCU*
CCTV

CCTV recordings on all premises,
both internally and externally

We have CCTV footage
installed on the premises

with clearly marked signage.

Motion images from cameras (not including voice)

- Legitimate interest of SFCU* or
another party - and to protect the
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The purposes of this is for
security, public safety and
the prevention and
detection of fraud and
errors.

credit union in the event of security or
safety incident or other unlawful event

- Vital interest of subjects

Internal cameras

For safety, security and the
monitoring of transactions
and cash handling

Motion images from cameras (not including voice)

- Legitimate interest of SFCU* or
another party - and to protect the
credit union in the event of security or
safety incident or other unlawful event
and to monitor transactions and resolve
disputes

Voice Recording

Voice - to maintain a record of To verify content relating to | Voice calls - There is a legal / regulatory obligation
communications and advice to advice or communication
. . . - e i *
member or potential members relating to the services of Legitimate interest of SFCU
the Credit Union
Voice - Security Security Voice calls - Vital interest of a natural person

- Legitimate interest of SFCU* —and to
protect the Credit Union against
malicious harm

Voice Mail

To record a message
provided by a Subject

Voice message

- Consent

- Legitimate interest of SFCU*

General Legal/regulatory obligations

Revenue

We may share information
and documentation with
domestic and foreign tax
authorities to establish your
liability to tax in any
jurisdiction. Where a
member is tax resident in
another jurisdiction the
credit union has certain
reporting obligations to
Revenue under the
Common Reporting
Standard and the Foreign
Accounts Tax Compliance
Act. Revenue will then
exchange this information
with the jurisdiction of tax
residence of the member.
We shall not be responsible
to you or any third party for
any loss incurred as a result
of us taking such actions.

Under the “Return of
Payments (Banks, Building
Societies, Credit Unions and

Identity, Account number, name and address, PPs
number, Tax Identification Number (TIN) , country
of residence, country of tax residence, country of
birth, nationality, membership application form,
dividend or interest payments, details relating to tax
rules and income

- There is a legal / regulatory obligation

10
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Savings Banks) Regulations
2008” credit unions are
obliged to report details to
the Revenue in respect of
dividend or interest
payments to members,
which include PPSN where
held.

Regulatory Authorities

To meet our duties to the
Regulator, the Central Bank
of Ireland, we may be
required to share or allow
authorised people to see
our records (which may
include information about
you) for reporting,
compliance and auditing
purposes. An example of
this is our legal obligation to
file reports on the Central
Credit Register in
accordance with the Credit
Reporting Act 2013. For the
same reason, we will also
hold the information about
you when you are no longer
a member. We may also
share information with
certain statutory bodies
such as the Department of
Finance, the Department of
Social Protection, the
Financial Services and
Pensions Ombudsman
Bureau of Ireland and the
Data Protection Commission
if required by law.

- There is a legal / regulatory obligation

- Legitimate interest of SFCU*

AML

The information provided
by you will be used for
compliance with our
customer due diligence and
screening obligations under
anti-money laundering and
combating terrorist
financing obligations under
the provisions of the
Criminal Justice (Money
Laundering and Terrorist
Financing) Act 2010, as
amended by Part 2 of the
Criminal Justice Act 2013.
This will include filing
reports on the Beneficial
Ownership Register, the
Beneficial Ownership
Register for Certain
Financial Vehicles (“CFV”),
on the Bank Account

Member number, Name, address, Country of
Residence, Country of Birth, nationality, Eircode,
date of birth, PEP status, Photographic ID including
passport or driving licence, other forms of
identification, residence permit, GNIB card, proof of
address, PPS number, TIN, details of transactions,
AML or Fraud reports, occupation details, source of
funds, source of wealth, employment details,
beneficial ownership details, IBAN, details of cross
border transactions,

If you apply for membership online your biometric
data in the form of a photo taken via JUMIO with
biometric measurements will be used to verify the
authenticity of your identification documents, online
banking data will also be processed such as your IP
address

- There is a legal / regulatory obligation

11
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Register, the European
Union Cross-Border
Payments Reporting
(“CESOP”), the Central
Register of Beneficial
Ownership of Trusts
(“CRBOT”) and the Ireland
Safe Deposit Box and Bank
Account Register (ISBAR).
These reporting obligations
requires the credit union to
submit certain member data
to the relevant authority
administering the registers,
such as the Central Bank of
Ireland or the Revenue
Commissioners. For further
information, please contact
the credit union directly.

Auditors & Compliance

To audit the activities of the
Credit Union in line with
regulation and best practice

All data

-There is a legal / regulatory obligation

- Legitimate interest of SFCU*

Fraud Prevention & Detection

In order to assist in the
prevention of and detection
of fraud, dishonesty and
other crimes (e.g. to
prevent someone trying to
steal your identity) on
member accounts we may
monitor transactions on
members accounts to assist
in the identification of
suspicious transactions. In
order to do so details of
payments will be passed to
NEXI who provide an Al
Fraud Monitoring Screening
service to us in relation to
credit transfers.

Where required to comply
with our obligations under
the Payment Services
Regulations relating to fraud
prevention - including
monitoring your use of our
online banking software or
security tools.

4 Where you have provided consent
Where we are processing data based on your consent you may withdraw that consent at any time.

Name, Address, date of birth, transaction details,
transaction location, IP Address, mobile banking
data including location

- Legitimate interest of SFCU*

- There is a legal / regulatory obligation

12
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5 Who we share Personal Data with.

We take all reasonable measures to protect your personal information while it is in our possession, however, it
may be transferred to others where there is a legitimate and lawful reason. This section lists the categories and
types of organisations that we may transfer personal data to.

5.1 Operational

Individuals whom you name such as guarantors, nominees, or partners, professional advisors, industry
representation, current account service providers, referral partners such as insurance or investment companies
upon your expression of interest (currently Irish Life and Allianz ), Insurers, accountants, auditors, payroll bureau
and oversight authorities.

Current Account: Personal data may also be shared with our service providers to ensure the proper running of
your current account services including, PAYAC and FIS. The Credit Union is a participant of Payac Services, a
company limited by guarantee. PAYAC is a credit union owned, independent company that provides an
electronic payments service platform for the credit union movement in Ireland. Payac is an outsourced model
engaging third party companies, such as a FIS to assist with the processing of current account and debit card
transactions and payment data. Fidelity National Information Services (‘FIS”) is a data processor acting on our
behalf through Payac for the administration of our card services associated with your current account. This
service includes monitoring for and prevention of financial crime, reporting of fraud and other related activities
to protect our members from financial loss.

Debit Cards: If we issue you a debit card, Transact Payments Malta Limited (which is an authorised e-money institution)
will be a controllers of your personal data. In order for you to understand what they do with your personal data, and how to
exercise your rights in respect of their processing of your personal data, you should review their privacy policy which is
available at http://currentaccount.ie/files/tpl-privacy-policy.pdf.

Third parties sometimes provide us with your information for example when making a card transaction online.

3D Secure, commonly known by its branded names like “Visa Secure/Verified by Visa” or “MasterCard Identity
Check/MasterCard Secure code” is used to authenticate card transactions (Debit and Credit Cards) to reduce
fraud and provide added security while making payments online. When making a payment online we may be
required to send supporting information as part of the transaction to allow your card company to assess the risk
of the transaction and authenticate that it’s you.

We are required to send this supporting information as part of the 3D Secure service. The types of information
shared are

e Date of birth of primary recipient

Partially masked account number of recipient account

Partial postcode of primary recipient

Surname of primary recipient

The purpose of this data is to help support and verify if it’s really you doing the transaction.
We also have to share information with third parties to meet any applicable law, regulation or lawful request.

When we believe we have been given false or misleading information, or we suspect criminal activity we must
record this and tell law enforcement agencies, which may be either in or outside Ireland.

13
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Electronic Payments: If you use our electronic payment services to transfer money into or out of your credit union
account (such as credit transfers, standing orders and direct debits) or make payments through your debit card
into your credit union account, we are required to share your personal data with our electronic payment service
provider Intesa San Paolo for the purpose of processing of electronic payments services on your account. See ISP
privacy notice at Privacy - Intesa Sanpaolo

PAYAC also provides advisory and technical support services in relation to electronic payments to the credit union.
We have also engaged the services of NEXI to assist us in the monitoring and identification of suspected fraudulent
credit transfers.

Online Member Onboarding — If you choose to make an online membership application your personal data will
be passed to our IT Service Provider Progress and to sub processor JUMIO in order for verification of your ID to
take place.

Online Loan Application: Your information will be passed to our processors Fern Fintech Solutions Limited,
Salesforce, CRIF, Twilio and DOCUSIGN.

E- Signatures: If you use our E-signature service to complete loan documents of forms relating to other services
through the on-line computerised system, that may result in DocuSign Inc. coming into possession of personal
data attributable to yourself.

SBCI : If you apply for an SBCI Loan we will be required to share your personal data and supporting documents
with our data processors METAMO and CUFA for the purposes of the administration and communication of the
loan details and loan reporting to the Strategic Bank Corporation of Ireland (SBCI). Your name, address and other
personal data including supporting documents in connection with the relevant borrower transaction may be
communicated to SBCI, the European Investment Fund (EIF), the European Investment Bank (EIB) and/or any other
relevant party all acting as independent data controllers and such personal data may be made public by them
acting as independent data controllers. Information on the EIF Data Protection statement can be found at the
following link https://www.eif.org/data-protection . Information in relation to privacy at the European Investment
Bank can be found at the following link https://www.eib.org/en/privacy/index.htm

5.2 Legal / Regulatory Requirements

Central Bank - Credit Union Regulator and anti money laundering regulator, Department of Finance, Revenue,
Department of Social Protection, Revenue Commissioners, Financial services and pensions ombudsman, State
anti-fraud/criminal investigation (An Gardai, CAB), Central Credit Register, Irish League of Credit Unions, Credit
Union Development Authority, Audit & Compliance, Solicitors and advisors representing the Credit Union,
Banks.

5.3 Credit assessment, credit control, and loan in arrears or debt recovery

Guarantors, debt collection agencies or others legitimately involved in this process, a solicitor to effect a legal
charge over an asset, a third party who has purchased debt, Irish credit organisations including the CCR (Central
Credit Register), CRIF, Fern Fintech Solutions Limited, Docusign, Credit Logic and MSDAC.

14
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5.4 Insurance

ECCU Assurance DAC for the purpose of insurance relating to Credit Union products. Irish Life and Allianz plc for
general insurance and investment products

5.5 Incapacity to act upon your account

Where you have an incapacity to act upon an account due to intellectual incapability the Board may access an
account for the purpose of a transfer of money. Where a third party has been appointed to act on your behalf
due to incapacity the credit union may engage with that third party.

5.6 Information technology & support services

Your personal information may also be transferred to third party service providers who process information on
the Credit Union's behalf, including providers of information technology, website hosting and management, data
analysis, profiling, anti spam services, data back-up, security, e-mail, voice recording and storage services. The
Credit Unions principal operating system is provided by Progress, Viatel, and other material service providers
include Payac and Metamo.

6 International transfer

The Credit Union does not currently transfer personal data to any recipients outside of the EEA European
Economic Area unless;

- members use online identity validation software

- members use online electronic signature services via DOCUSIGN

- members use online services which require SMS verification codes,

- requested to do so by the subject or

- in the course to the recovery of a debt where connected parties are outside of the EEA.

In the event that a service provider to the Credit Union is international in nature, or sub processes with
entities that are not within the EU, we will take steps to ensure that personal data is retained in the EU and
that any further processing that may expose such data to international transfer is subject to the protections
provided by a lawful basis of transfer.

St. Francis Credit Union’s sub-processor used to verify your Identity documents have storage servers in the US and
India, enhanced security measures are in place to ensure your data is secure. St. Francis Credit Union uses three
sub processors to facilitate online banking and online membership services these sub-processors are as follows:
e Jumio Corporation — used to verify biometric data from ID documents uploaded by potential members —
Transfer made using Standard Contractual Clauses.
e Docusign Inc — used to enable members to sign loan documents online — Data remains within the EU
e Twilio Inc — used to facilitate SMS verification codes for compliance with Strong Customer Authentication
— Transfer made using Binding Corporate Rules

St. Francis Credit Union uses processors and sub processors to facilitate lending assessments and online loan issue
services to members:

e Fern Fintech — Used for the provision of Al credit risk assessment system based in United Kingdom and
who use Salesforce (based in the USA) for Al system and storage of data and sub processors based in India
Singapore.

e DOCUSIGN — Used to facilitate remote signing of forms and agreements relating to loans and other
services.
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e Visualyse — Used to assist in credit risk assessment for loan applications.

Where there are transfers or personal data outside of the EU and EEA these transfers are made using Standard
Contractual Clauses or Binding Corporate Rules as set out in our internal data processing agreements with our IT
providers and the sub processors named above. These Standard Contractual Clauses and Binding Corporate Rules
demonstrate the requirement for the Data Importer to implement enhanced technical and organisational security
measures to ensure adequate safety of all personal data. St. Francis Credit Union requires all third parties to
respect the security and confidentiality of personal data disclosed to them. Third-party service providers may only
process such personal data for specified purposes and in accordance with St. Francis Credit Union’s instructions.

How secure is my information with third-party service providers?

All our third-party service providers are required to take appropriate security measures to protect your
personal data in line with our policies. We do not allow our third-party service providers to use your personal
data for their own purposes unless they are deemed to be controllers in their own rightl. We only permit
them to process your personal data for specified purposes and in accordance with our instructions. Usually,
information will be anonymised but this may not always be possible. The recipient of the information will
also be bound by confidentiality obligations.

7 Responsibility of Members and others who provide personal data to us
You warrant that personal information provided to us by you that relates to third parties (e.g. family, guarantors,
nominees) for the administration and delivery of services being provided, or while engaging with us in any other
way, has been obtained fairly and lawfully and that such information is accurate. You also warrant that third parties
introduced by you are aware of the purpose for which their personal data is being used and that their privacy rights
have been upheld.

8 Information relating to children and vulnerable persons

The processing of personal data relating to children receives special attention under Data Protection Regulation
and we shall treat this information with particular care. The digital age of consent in Ireland is 16 years of age.
Information obtained about children aged under the age of 16, shall comply with the requirement for parental
consent and shall receive additional consideration while planning an operational process.

9 Special (Sensitive) Data

The Credit Union recognises special categories of data, specifically personal data revealing racial or ethnic origin,
political opinion, religious or philosophical beliefs, trades union membership, genetic or biometric data, or a
subject’s health or sexual life. The processing of these categories of information shall typically require consent.
We may also process Special data where there is a legal/regulatory obligation, there is a legitimate interest or
where it is in the public interest.

Health data may be processed for the processing of an insurance or mortgage product. Such processing will not
normally require your consent.

Less commonly, we may process this type of information where it is needed in relation to legal claims or where it is
needed to protect your interests (or someone else’s interests) and you are not capable of giving your consent, or
where you have already made the information public.

1 As a data controller, the organisations will be required to have provided you with a separate privacy notice setting out what it does with its data.
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10 Nominations

Irish legislation enables the nomination of successors to a deceased member's property in their Credit Union
account. This is a unique facility available to Credit Unions and all members with a single account are entitled
to a nominate successor(s). A Member's nomination together with a record of revocations (the revoking of a
nomination) shall be retained confidentially by the Credit Union. Personal data relating to nominations will be
retained for up to six years following the completion of the nomination process.

The Credit Union will request confirmation of a Nominees identity, relationship to the member, and payment
details to administer a valid nomination following the death of a member. Nomination information may be
transferred to advisors, auditors, administrative staff and with recognised oversight authorities for the
administration of this facility and will always be bound by confidentiality obligations.

11 Confidentiality & security

St Francis Credit Union has implemented generally accepted standards of technology and operational security to
protect personal data from alteration, unauthorised disclosure or destruction, and from use for unauthorised
purposes. Furthermore, we have taken measures to ensure that contracts with all third parties that provide
technical and processing services include terms that specify appropriate technical and organisational security
measures to prevent accidental, unauthorised or unlawful disclosure or processing of personal data.

12 Removal from mailing lists
You may unsubscribe from our mailing lists at any time by using the ‘unsubscribe’ button on marketing
communications, or by contacting us at dataprotectionofficer@stfranciscu.ie.

13 Reporting of Data Breaches

Where a data breach occurs that poses a risk to the subject it shall be reported to the Data Protection
Commission. Where such a breach occurs and poses a high risk to you we will also inform you. All breaches will be
managed in accordance with Irish law and the GDPR.

14 Profiling

We sometimes use systems to make decisions based on personal data we have (or are allowed to collect from
others) about you. This information is used for loans assessment, identification of suspected fraud, provisioning
and anti-money laundering purposes and compliance with our legal duties in that regard. We also carry out
profiling in order to tailor our marketing to you by profiling members according to categories such as age, loan
history, savings, life cycle and date of account opening. Such processing shall not be fully automated and shall
always be subject to the intervention of an officer of the Credit Union.

15 Data Retention

We retain personal data that you submit to us only for as long as is necessary and for the purposes for which it
was obtained, or as required by law. We have detailed retention periods for which personal data shall be retained
for particular purposes below. The Credit Union reserves the right to delete personal data prior to the conclusion
of the retention period or where such retention is not absolutely necessary for the provision of service to a
subject.
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Storage of personal data -

Purpose of processing

Duration

Criteria for the storage of personal data

documents

Membership information 6 years From closing of the account, or greater where regulation
mandates.

Identity verification data 6 years From closing of the account, or greater where regulation
mandates.

Loan application denied - 90 days From loan final denial

application and supporting

documents

Issued loan - supporting 7 years From full repayment of the loan

Transaction details

Permanently

From closing of the account, or greater where regulation
mandates.

revenue

Death benefit 1 year From closure of membership account
Loan protection insurance 1 year From closure of a membership account
Employment/volunteer data Generally for the duration of employment plus 6 years.
Where categories of data have
- regulatory limitations to possible liability, or
- mandatory retention periods,
We will retain for these periods plus one year.
Marketing data relating to non | 12 months From the last communication
members
CCTV 78 days From recording. Up to 6 years In the event of an incident
where a material risk of a liability exists
Telephone recording 1 year From recording. Up to 6 years In the event of an incident or
complaint where a material risk of a liability exists
Incidents or complaint reports Permanent
Small balance write-offs / Un- Permanent Mandatory requirement
cashed Cheque details
Documentation relating to 6 years Stored as mandated by law plus 12 months
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AML and Fraud prevention 6 years Stored as mandated by law plus 12 months
documentation

Records and explanation of Permanent | As mandated by the CU Handbook published by the Central
transactions, and of the Bank plus 12 months
provision of service

Nothing in this section creates an obligation upon the Credit Union to retain personal data on behalf of a data
subject.

16 Cookies

While using our web site we use cookies — small text files — which are placed on your hard drives to provide a
more intuitive website experience. Cookies are a typical part of operating procedure for most websites and most
browsers permit users to opt-out of receiving them if the user would prefer.

You can opt out of the use of certain categories of cookies on the cookie notice tool that is always visible while
you use the SFCU website. This may reduce some of the functionality of the site.

Cookies can also be deleted by you from your browser at any time.

17 Updates
We will make changes to this notice from time to time, particularly when we change how we use your

information, and change our technology and products. You can always find an up-to-date version of this notice
on our website at www.stfranciscu.ie or you can ask us for a copy.
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18 Your Rights in connection with your personal data are to:

To find out whether we hold any of your personal data and if we do to request access to that
data that to be furnished a copy of that data. You are also entitled to request further
information about the processing.

Request correction of the personal data that we hold about you. This enables you to have
any incomplete or inaccurate information we hold about you rectified.

N L

Request erasure of your personal information. This enables you to ask us to delete or remove
personal data where there is no good reason for us continuing to process it. You also have
the right to ask us to delete or remove your personal data where you have exercised your
right to object to processing (see below). Please note that we may be unable to continue to
provide credit union services to you in the event of the erasure of your personal data.

Object to processing of your personal data where we are relying on a legitimate interest (or
those of a third party) and there is something about your particular situation which makes
you want to object to processing on this ground. You also have the right to object where we
are processing your personal data for direct marketing purposes.

Request the restriction of processing of your personal information. You can ask us to
suspend processing personal data about you, in certain circumstances. Please note that we
may be unable to continue to provide credit union services to you in the event of the
restriction of the processing of your personal data.

Where we are processing your data based solely on your consent you have a right to
withdraw that consent at any time and free of charge. Please note that we may be unable
to continue to provide credit union services to you in the event of the withdrawal of the
consent to the processing of your personal data.

Request that we: a) provide you with a copy of any relevant personal data in a reusable
format; or b) request that we transfer your relevant personal data to another controller
where it’s technically feasible to do so.

@
@
=

‘Relevant personal data is personal data that: You have provided to us or which is generated
by your use of our service. Which is processed by automated means and where the basis that
we process it is on your consent or on a contract that you have entered into with us.

You have a right to complain to the Data Protection Commissioner (DPC) in respect of any processing of your data by:

Telephone +353 57 8684800 +353 (0)761 104 800 Postal Address: Data Protection Commissioner
Lo Call Number 1890 252 231 Canal House Station Road
E-mail info@dataprotection.ie Portarlington R32 AP23 Co. Laois

Please note that the above rights are not always absolute and there may be some limitations.

If you want access and/ or copies of any of your personal data or if you want to review, verify, correct or request erasure
of your personal information, object to the processing of your personal data, or request that we send you or a third party
a copy your relevant personal data in a reusable format please contact our Data Protection Officer in writing using their
contact details above.
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There is no fee in using any of your above rights, unless your request for access is clearly unfounded or excessive. We
also reserve the right to refuse to comply with the request in such circumstances.

We may need to verify your identity if we have reasonable doubts as to who you are. This is another appropriate
security measure to ensure that personal data is not disclosed to any person who has no right to receive it.

Ensuring our information is up to date and accurate We want the service provided by us to meet your expectations at
all times. Please help us by telling us straightaway if there are any changes to your personal information. If you wish to
avail of either of these rights, please contact us at dataprotectionofficer@stfranciscu.ie or on (065) 6828305.
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